— OMRON

AUTOMATION & SAFETY

Remote Access to NB HMIs and CJ or CP
Series PLCs Quick Start Guide

Overview:

1. Omron has partnered with eWON, a global supplier of connectivity software tools, for a simple to
implement solution for remote access to PLCs and HMIs at a customer.

2. This guide covers steps to download eWON connectivity tools and how to configure the router for
NB series HMIs and CJ or CP series PLCs.

3. eWON solves the biggest problem with industrial remote access - connecting quickly and securely
through a customer’s LAN without knowing the network setup beforehand.
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Remote Access Made Easy with eWON

An eWON/ Omron Collaboration

eWON is the global leader in Fully Compatible with Partner products
secure remote access.

Omron’s business is Machine

Founded in 1991, eWON is a Belgian Automation, they provide the latest in
manufacturer of industrial connectivity sensing, motion and control technology,
devices. Over the last 15 years, to help customers develop better
eWON has become the global machines.
market leader for intelligent cloud-
managed remote access devices, and As a trusted worldwide partner in
works with manufacturers of PLCs Automation, providing customers the
and automation systems throughout support to operate globally requires
the world. secure remote connectivity. Remote
access made possible by eWon allows
Solution Advantage Omron to expand its communications
offerings.

By combining Omron’s

automation expertise with
eWON'’s connectivity know-
how, OEMs and machine
builders get a cohesive, global

solution for remote access.

The experience is as good as
being next to the machine.
eWON allows users to upload
projects, gain remote use of an
HMI, debug the PLC program
and, if necessary, download new
settings or programs, all done
remotely to immediately
support the customer.

Quick Facts
No More IT Challenges! e Simple remote maintenance for CJ or
Once an eWON device is configured, CP PLC with NB HMI_SetUp'
it can be deployed anywhere in the o Outbound (_:ommgnlcatlon means no
world. Because the e WON makes an complications with IT depts.
outbound connection, it eliminates e Quickly support your customer
the need for customer network/ e Eliminate expensive trips

firewall changes. In most cases, it
just works.

° Easy and secure remote access
using existing LAN

It is the best solution to the biggest ¢ Preconfigure your eWON before

problem with industrial remote access deployment

- connecting quickly and securely

through a customer’s LAN without

knowing the etwork setup beforehand.
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

Step | Action lllustration
1. Download and Install eCatcher and eBuddy onto your Windows
PC

http://www.ewon.us/us/Support/software-download.html

Note: On Windows 7 Right click the eCatcher installation file and
run as administrator.

2. Launch eCatcher and select "Create Free+ Account.” From Login
there, you'll fill out all the information we need to activate your Username: -
account. Password:
Forgot password
*Make sure you use a valid email address! We'll send you an Account:

Create 5 Free+ account

email with a link that activates your new account.
[#] Remember me

[ Connect Automatically

3. Log in with your new account and click the "+" button to add a eWON list
new device.
8 o
Now you’'ll name your eWON, fill out some custom fields (if

desired) and get your activation key I g 1

Activatn Keyr Mo M R

*Click “Copy to Clipboard” to save yourself some time.

4, Connect an Ethernet cable from your computer to one of the
four LAN ports on your COSY.

* Straight-through or cross-over cables will work

5. Connect an Ethernet cable from your network to the WAN port
so the COSY is able to reach the internet.

6. Open eBuddy and select the “Set IP Address” option. Here we
will set the LAN IP address of your eWON. Serial Number:  1203-0060-59

* Make sure to pick an IP address that won't conflict with your e 192 . 188 . 120 . 100
eWON'’s WAN IP or your computer’s IP!

Subnet Mask: 255 . 255 . 255 . O
More information can found here:
http://wiki.ewon.biz/COSY/0_Set eWON_Machine LAN_IP_address
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

7. | Setyour computer’s IP address to be in the same range as the | T rowct veson s qoomva rroperis L8 5 1)
IP address chosen for the eWON's LAN. == -
1 ‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
*These settings are accessible from the Control Panel in the bt P s actomaticly
Network and Sharing Center. @ Use the folloning IP ackvess:
1P address: 192 . 168 . 120 . 200
Subnet mask: 255 .255 .255 . O
Default gateway:
Obtain DNS server address automatically
(@ Use the following DNS server addresses:
Preferred DNS server:
Alternate DNS server:
[ validate settings upon exit
8. Open your web browser and enter the LAN IP address of your aﬁ @ s o-agsx]
eWON into the address bar. -

*The default username and password are both “adm”

9. Select the “Quick Launch Wizard” button and fill out each

section of the wizard completely. W

*You will be asked for the "Activation Key" that was copied to
your clipboard earlier.

*There are four sections that need to be completed: System,
Internet, Talk2M, and Gateway.

10. | Lastly, unplug the Ethernet cable connecting your computer to
the eWON'’s LAN part and return your computer’s IP settings to
the original configuration.

12. | Congratulations! Your eWON is now ready to go, simply open eWON fist
eCatcher, select your eWON, and click connect! E E Ewl

- - -
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

13. | The NB is not compatible with the
eWON's Plug’n Route feature. To #ﬁ Settings
disable Plug’n Route, browse to the

eWON'’s web page and select

“Settings”

14. | Click on “Maintenance” and check O A T~ s T o T
the “Show advanced options” e — /
checkbox. —

15. | Click the “Edit COM configuration” Edit COM confiquration
to view the COSY'’s configuration
page.

16. | Find the parameter “NATItf” and
double click the value to pull up the
editor. Change the value to equal
“0”. Click “Ok” Natltf: 0

Edit value

[ Restore previous value ]:

3

17. | Click the “Save” button to save the
configuration change and reboot the Save
COSY to apply the change.

NOTE: After you have disabled
Plug’n Route, you must set the
gateway in all Ethernet devices
behind the eWON to be the eWON’s
LAN IP address. Unless the
gateway is set, you will not be able
to reach the device through a
remote connection.
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

18. | The NB requires changes to the - .. o -
. @4+ » Control Panel » All Control Panelltems » Network and Sharing Center -
MTU size of the Talk2m-eCatcher | lme comne » picem = e —_—
ConnECtiOn nEtWOrk adapter- TO Contiok Porel Hol View your basic network information and set up connections
modify this value, bring up your Manaqcuitdesngtngrs - N (+) Ceeill
NetWOfk Contr0| Pane| and Se|ect MININT-3PPMI46 Wil et Internet
. ange sdvanced sharing (This computer)
“Change Adapter Settings” settings View your active netwerks Connect or disconnect
& o~ Atcasstgfpaz Int.emat
i Connections: ] gﬁéﬁijwmm Connection
Access type; Mo network access
% Unidentified network Connections: § Vivware Network Adapter
FEbhCheRNor g Wlﬁ Network Adapter
VMnetB
19. | Double click on the Talk2m- o I ———— .
- e Z ok i cionc + — T
eCatcher Connection network oscror
adapter
20. | From the Talk2m-eCatcher o e oo |
Connection Properties pane, select Saad == T 1ap-Wird2 Adapter Vi Properies T B =)
. . Connect using: i
configure. Click on the Advanced & TP W2 8 . @l@
tab! SeIeCt the MTU property and Set ( [L. :, The following properties are available for this network adapter. Click
the Value tO 800. CIICk OK ﬂu_mummhhmlm - ] the property you want to change on the left. and then select its value

E | on the right

¥ S\ Mware Brdge Protocol i /\
# 005 Packen Schechier Propety Valus
v | s

ediz Status
MTU

Pemaddmin Soseed
¥ e LinkLayer Topology Discovery Flesponder

instal_ Unnstal Propedes
Diescrigoon
Agws your comguter 1o sccess rescurces on 8 Mosoft
et
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

Configure Omron CJ2

ML - 8 Pragumener  ([Furwng] - How L Mg, Levrd Evageeet]

Fie G Ve bt PG Pupen Gesiees Tasky Wtes taep

In CX Programmer, set the PLC IP Address. e e e e aa s
DREERAS & WiEnl v e | =6 0400 MY (EE—— e
e — e B St sula] 312] Blar;
A R
(S
. Ly isemmn
In this case the IP address is 0.0.0.0 which means =]

default 192.168.250.x. x is the node number which | | /@l el meter i | foe| fassos [ 100 | o0 o

IF Address 1 Mot use DNS

is set by the node number rotary switches on the F s flomirg iens € toors

PLC near the Ethernet cable. (0 to 99). If you type il EERERERE [ e o

Subnet Mask [] L] L] ]
. [@.0.¢.0
in an address you get the full address range. For kg [T || ot

Doman Name I
! i ! e sorver |
FINks the auto mappllng of Ethernel;t to FIN's only “&%&’L@le“ i o T
works to 254 on a Class C network. e e T it b cont . ] e
naved s sysiom selting in the und —

Brcadcas
& A1 {3050)
N0 2850)

Trnslsfurtto PC) | TrnelefPClo Und] | Compan | Festart

caviun P

Set the dynamic IP address feature Eee—

TER2 | Ehemet FINSAIDP | FNG/TCR | TP | Aute Adhst Tome | Stotn Avea | SNME | 51 T |

ANS/I0R Por 1# Address Tatle
& Dol (9500}

Lo |

s | [ox 1 _omes |

In CX Programmer, to find the PLC when S HE

connected remotely, select show all and then ity "

setting the network type to Ethernet — which gives f Jouad O ==
you the Omron FIN’s protocol. i ' &

1| |
5 [ PormPLCL|CLM Sapy Program Moo ||
2 bt Ty o |
B Symbets -
0 10 Tkl and st St
] —

s s
B Memaey o

B troeing

) Fié Cock

<P Mamery

J 1 p— o] _ce | =)
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Get Up and Running with Omron and eWON

Select and Connect in Under 20 Minutes

FIN'’s has its own network and node address (] B | [
settings. It will be a lot easier if the PLC node el e —
number matches the Ethernet node address (the =g e i
last octet in the IP address on a Class C network — it m’? '
255.255.255.x). 3 — ]
F3 " ~ —_—
Since the NB requires changes to the MTU size of
eCatcher’s network adapter, we need to change the o | o | v |
frame size for the PLC to 700 to communicate with
it as well.
Set the Default Gateway in the Ethernet settings to %"“‘;:'i; '“":’“"'.'.“"“"“.f:f““.“,“‘,“’:“,“,,. . .
) a8 &5 iR " HwERY D &hNin NE2R AR ERNERN | Lw(%s
the eWON'’s LAN IP address Za o BEERRNER truw] —oo s tLk|NeamsasWNER)
nﬁﬁﬂ&lﬁ‘&—‘ﬂﬂﬁ Bl wah| "G aarmnMHaen pEmee TS
- St ﬂmcnr.n. Me=PLE] o @ | | e Pewnten] =
~ v 1 TERAP | vt | FRSAIDP | FOSTER | FTP | At Ackont T | Stats Avwa | SH0F | SHMP Trag |
i JlJ 61&._| _I_I_I =|2| el * s £ Wtuma NS
o (N!l pa % Une the dodomang sddwes e NS
4 o Cai phim [0 H T || pyston |
1 Sutrrt Mask TN ) w’“m’%
‘Qrim;nm i [ d WWN—- ——————— =
5 Symboli i y [0000] Rack 07 1 Gt P acvens b ot BOOTP sarves
B swcsonl i gy 10000] Rtk 03 macom—w 0 i ol For ot ¥ Router Table
j13 h—f;w R:“;:—-d':n—-dbm* P Addwas. Ctemay Atrasa frast
I'm c:|c L] O 2t e ety |
52“:-:-»4“-19«‘ Pl
N 8 Sy “ » "
P it [ | |
9 Symbok '
P o T

Configure NB Panel

Set the Default Gateway address in the Panel to
the eWON'’s LAN IP address

Note: At this time the eWON is successful in
communicating with the NB through the NB :
Ethernet Port only if the NB Ethernet port is being = I
used to talk to a PLC. Just configuring the Ethernet '

port is not enough — it must be used with a PLC.
Therefore if you use the serial port to talk to the
PLC the eWON does not work with the Ethernet
Port. —
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OMRON CANADA, INC. - HEAD OFFICE

OMRON ARGENTINA - SALES OFFICE

Toronto, ON, Canada + 416.286.6465 - 866.986.6766 « www.omron247.com Cono Sur « 54.11.4783.5300

OMRON ELECTRONICS DE MEXICO « HEAD OFFICE
México DF « 52.55.59.01.43.00 - 01-800-226-6766 « mela@omron.com

OMRON ELECTRONICS DE MEXICO « SALES OFFICE

OMRON CHILE - SALES OFFICE
Santiago « 56.9.9917.3920

OTHER OMRON LATIN AMERICA SALES

Apodaca, N.L. - 52.81.11.56.99.20 - 01-800-226-6766 - mela@omron.com 54.11.4783.5300
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Authorized Distributor:

Automation Control Systems
» Machine Automation Controllers (MAC) - Programmable Controllers (PLC)
- Operator interfaces (HMI) - Distributed I/O - Software

Drives & Motion Controls
« Servo & AC Drives « Motion Controllers & Encoders

Temperature & Process Controllers
- Single and Multi-loop Controllers

Sensors & Vision

« Proximity Sensors « Photoelectric Sensors « Fiber-Optic Sensors
- Amplified Photomicrosensors - Measurement Sensors

« Ultrasonic Sensors - Vision Sensors

Industrial Components

+ RFID/Code Readers -« Relays « Pushbuttons & Indicators

« Limit and Basic Switches « Timers « Counters « Metering Devices
+ Power Supplies

Safety
- Laser Scanners « Safety Mats - Edges and Bumpers « Programmable Safety
Controllers « Light Curtains - Safety Relays » Safety Interlock Switches
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